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Annotation: Effective method of the discrete Fourier transform acceleration with the use of cloud 

computing is theoretically substantiated and developed.  The reigning feature of the suggested method is 

homomorphic encryption of the input signals, which provides efficient protection during the remote 

calculation. It has been shown theoretically and experimentally that the proposed method allows one to 1-2 

orders of magnitude to speed up the processing of signals while maintaining their confidentiality. The 

proposed method can be applied for effective signal stream processing in clouds. 
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1. Introduction  
 

The cloud technologies development radically changed the organization of computer information 

processing. In response to cloud systems, a wide range of users obtain access to powerful computing 

systems. The emergence of such opportunity allows solving qualitatively new classes of tasks, multiply 

speeds up solution of a wide range of tasks with high computational complexity. Wide variety of applied 

tasks related to the interface implementation between computer systems and the outside world is used 

digital signal processing methods, including the discrete Fourier transform. Most of these tasks are 

performed in real time, that sets strict conditions for the fast discrete Fourier transform implementation. 

One of the most innovative lines of attack on the problem is using the cloud technologies capabilities [1]. 

Remote  multiprocessor computer systems open wide possibilities for parallelization of the discrete 

Fourier transform, respectively accelerating their computing implementation.  

For the vast majority of real-life signal processing systems, it is important to maintain 

confidentiality of the signals and their processing results. This factor significantly restricts the cloud 

technologies using for remote signal processing. These determinates the necessity for development of the 

homomorphic signals encryption methods in their remote processing in clouds [2]. 

Thus, the scientific task of developing the method for realization of the discrete protected Fourier 

transform on remote computer systems is relevant for the modern stage in the evolution of information 

technology. 

 
2. Problem statement and review of methods for its solution 

 
Digital signal processing is one of the most important tasks of modern computer technologies. 

Actually, the digital signal processing implements the interface between the real world and the computer 

systems [3]. For most practical uses, the problem of signal processing needs to be carried out in real time. 

This dictates hard conditions for the time-consuming implementation of computing that implement digital 

signal processing and, in particular, the discrete Fourier transform. For this purpose, specialized chips are 

developed and serially produced, which in favor of parallelization of computing at the hardware level 

solve the problem of Fourier transform accelerating [4]. Wide range of related hardware tools are 

developed by well-known firms like Texas Instruments INC, Motorola, Intel and Analog Devices. In 

particular, Texas Instruments INC produces series of fast Fourier transform processors that 

characteristically differ in speed performance and functional peripherals. 

Fourier transform is one of the most used transforms for function decomposition. This transform 

allows to get the signals of different origin (images, voice signals, radio signals etc.) organized as a set of 

real numbers. It allows to compare, analyze, and read the signals. 
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Any kind of signals, that are specified by the set of measurements from identical periods of time, 

could be written as a sum of sinusoids. Sinusoidal functions have such characteristics: amplitudes (A1, 

A2, …), frequencies (ω, 2∙ω, 3∙ω, 4∙ω …) and phases (φ1, φ2, φ3…). 

As for input array (x0, x1, … xn-1) for Discrete Fourier Transform (DFT) we use calculated signal 

data through fixed time periods. Array from n complex elements (y0, y1, … yn-1) is output data of DFT, 

its components have amplitudes and phases of sinusoids, their sum recreates initially set input signal. If 

we take gi as real yi component, qi as imaginary yi component, Ai as spectral amplitude and φi as phase 

transport of yi then will be used next formulas [3]: 
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Using the obtained values (from formulas (1)) of the real and imaginary components of the 

sinusoidal signal with the frequency i∙ω we can calculate the amplitude of this signal, as well as its phase 

shift using the formulas [3]: 
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(2) 

 

For most practical applications of signal processing, the calculation according to the formula (2) is 

not performed [5], therefore the Fourier transform time is determined by the calculations described by the 

formula (10. It is obvious that the number of floating-point multiplication and floating-point additions for 

the implementation of the formula (1) is equal n2. This means that as the number of n increases, the 

number of floating-point multiplication and addition operations increases rapidly. Consequently, it is 

necessary to organize a remote calculation of formulas (1) on multiprocessing computing systems to 

reduce the execution time of the DFT. From the structure of the formulas (1) it is obvious that they can be 

calculated simultaneously on n processors.  

Cosines and sinuses do not depend on the values x0, x1, ... xn-1 and they can be considered as 

constant numbers, the values of which depend only on indexes. Therefore, the components of formulas 

(1) can be calculated and organized in advance as a set of coefficients, which, in consequent researches, 

can be considered as permanent. The calculation of coefficients can be carried out in accordance with the 

following formulas [4]: 

n

ji

n
c

n

ji

n
anji jiij







 2
sin

1
,

2
cos

1
:}1,...,1,0{, ,

. 

 

(3) 

 

If you use constant coefficients that are calculated by formulas (3), the basic formulas (1) can be 

simplified to the following form [4]: 
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(4) 

 

It needs to organize a secure Fourier transform: encrypt the values x0, x1, ... xn-1, which are 

transmitted to the cloud. Consider that in the cloud values v0, v1, ... vn-1 and w0, w1, ... wn-1  are being 

calculated using formulas (4) and go back to the user who has to restore the real values g0, g1, ... gn-1 

and q0, q1, ... qn-1. 

As noted above, the implementation of DFT on remote computer multiprocessor systems offers 

great possibilities for parallelization of computational process. Theoretically, when using an unlimited 

number of processors, multiply operations can be performed simultaneously by 2∙n2 processors.  

In addition, to form 2∙n sums according to formulas (4) it needs to perform log2n sum operations 

on 2∙n processors. Doing so, theoretically minimal execution time T0 of DFT on remote computer 

multiprocessor systems are determined by the formula: 

ma tntT  20 log
, 

(5) 
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 where tm is the time for performing the floating-point multiplication and ta is the time for performing the 

floating-point adding. 

When performing a DFT on single processor, then the Fourier transform is usually characterized by 

the number of multiples and additions that needs to perform during the process of the transformation. 

Number of multiplies for implementation of DFT is n2, and the number of additions is n∙(n-1) [6]. The 

numerical value of T1 time execution of DFT on a single processor is determined by the following 

formula: 
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Considering the fact that for modern processors, the time to perform an floating-point multiplication 

operation is many times greater than the time when the floating-point addition operation is performed, the 

attraction of remote multiprocessor computing systems with use of the cloud technologies capabilities 

allows speeding up the calculations in  times when DFT is performed. Numerical value  can be 

determined by substitution (5) and (6) to the following formula: 
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If we take into account that the execution time of the multiplication is about 30 times longer than 

the execution time of the addition, then, according to the formula (7) when n = 16 the value of  is 226, 

and when n = 256  is equal to 51739. 

In practice, digital signal processing DFT is often implemented in the form of fast Fourier 

transform, which allows to reduce the number of multiplication and addition operations by using the 

properties of symmetry of the Fourier transform coefficients. When using a fast Fourier transform (FFT), 

amount of floating-point multiplication operations same as amount of floating-point addition operations 

are both equal to n2/2 [7].  

There are two important conclusions to draw from: 

The usage of remote multiprocessor computing systems to speed up the calculating of DFT gives a 

significant effect in terms of accelerating the computations, that is important for practical use which 

function in real-time mode. 

The efficiency of using remote multiprocessor computing systems in frames of cloud technologies 

to accelerate the computational implementation of DFT is increasing as the size of the transformation is 

increased. 

To realize these benefits provided by the modern cloud technologies, we need to develop a method 

that makes it impossible to get unauthorized access to the numerical values of the signal simples while 

running DFT over the signals on remote and out of user control computer systems. 

One of the powerful reserves that can be used for the faster calculation of the discrete Fourier 

transform is cloud technologies. They provide the user with the global network access to virtually 

unlimited computing resources. These opportunities are actively used in solving a wide range of 

important tasks. 

One of the main cloud technologies disadvantages, that significantly restricts their use, is the 

possibility of unauthorized access to user data during their processing the data on the remote computing 

capacities. A significant number of works deal with the problem of user data protecting on distance 

processing systems in recent years [7, 8, 9]. The fact of the matter is that there is no single approach to 

data protection in the procedure of their processing. Accordingly, there can’t be a single homomorphic 

algorithm for data encryption, on which calculations on remote smoked capacities are performed.  

This means that the homomorphic signal encryption algorithm should depend on the nature of their 

remote processing operations. 

Accordingly, almost all homomorphic encryption researches solve the problem of data protection 

only for certain classes of computing problems [10]. 

The above analysis of the computational procedures that is fundamental for the discrete Fourier 

transform showed that for the algebraic basis of the homomorphic signal encryption can be used additive 

or multiplied operations, and operation of modulatory arithmetic in a traditional algebra. 
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When using modular arithmetic [11], each of the signal X samples: x0,x1,…,xn-1 is added to the 

additive mask r0,r1,…,rn-1 in such a way that the remote system is transmitted to the set of additive 

disguised samples: x0+r0, x0+r1,…,xn-1+rn-1. When this happens the values of masks are chosen in 

order that (r0+r1+…+rn-1) mod Z = 0, where Z is the private key of homomorphic encryption.  

Then, with the remote execution of a discrete Fourier transform according to formula (4), the 

obtained results can be represented in the form:  
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where  and  are an integer. In other words, from the formula (8) it follows that the result of the remote 

processing is the sum of the real component of the spectral representation and some number that is 

targeted is divided without a remainder into the private key Z. Accordingly, the decryption of the received 

data is carried out in the following form: 

ZqqZggni iiii mod',mod':},...,2,1{ 
. (9) 

 

The disadvantage of the described well-known method is the high complexity of the decrypting 

implementation. In fact, for each of this spectral representation component there must be performed a 

division operation for finding a remainder according to the formula (9). 

The work [12] introduces the method for encryption of signal, which remotely performs the 

discrete Fourier transform. In this case, the data encryption uses replication operations based on modular 

exponential derivation. This allows to flexibility in adjust the safety level of remote discrete Fourier 

transform implementation. In addition, in the development proposed the effective mechanisms of 

controlling the functional correctness of the remote discrete Fourier transform in the uncontrolled 

computing platforms. At the same time, using modular exponential as a mechanism for encryption 

markedly complicates the choice of keys and causes the considerable computing complexity of discrete 

Fourier transform realization, which is several times greater than the complexity of discrete Fourier 

transform realization with formula (4). Generations of keys is significant problem in the proposed 

method, which also requires significant computing resources. Supposing that the keys are used 

repeatedly, it results a security level decreasing, due to the fact that it opens to the attacker wider abilities 

to crack the cipher code. Usage of single use key in the proposed method leads to an increase in 

computing resources costs for discrete Fourier transform. 

 

3. Purpose and objectives of research  
 
The aim of the research is to increase the efficiency of the protected implementation of the 

discrete Fourier transform on remote computer systems. 

Research objectives are determined by the aim and are as follows: 

 - Investigation of possible options for homomorphic encryption of signal samples before their 

transmission to the cloud, as well as decryption of the results obtained.  Choosing the most effective 

option. 

 - Development of a method for secure implementation of the discrete Fourier transform on remote 

computer systems based on additive homomorphic encryption of signal samples. 

 - Theoretical and experimental study of the effectiveness of the method of secure implementation 

of discrete transformations in the cloud both in terms of the level of security and in terms of the 

achievable processing acceleration. 
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4. The method of the protected discrete Fourier transform implementation on remote 
multiprocessor computer systems 
 

Since the operations that make up the discrete Fourier transform can be reduced to addition 

operations, the most natural way to hide signals by the sample is to add the components of the secret key 

to them. So, the basic idea of the proposed method is that each encrypted signal sample j, j{0, 1,…,n-

1} can be presented as a sum or deviation of two values: real signal sample and components of the secret 

key: 

jjj bxnj  :}1,...,1,0{
, (10) 

 

where B= {b0,b1,…,bn-1}  is the value of the carrier signal, whose components make up the secret key. 

To increase the level of protection of samples of real signals during their remote processing, it is proposed 

to use several carrier signals, which form a set  of  elements  = {B1, B2, …, B}. This carrier signal 

is correlated with the values of the results of the Fourier transform of:  = {V1, V2, …,V} and  = 

{W1, W2, …, W}. In this way, the numerical values of sets items  and  are calculated according to 

the following formulas: 
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The values of the bias signals that make a set  are chosen in such a way for the most distort of the 

dominant character type of useful signal X. For each area of practical usage of digital signal processing, 

the characteristic properties of the signal spectrum can be identified. Accordingly, the carrier signals must 

be selected in such a way as to distort the spectrum of these signals as much as possible. After selecting 

the set Ω the components of sets  and  are calculated using formulas (11) with the image of the results 

in the memory. It should be noted that these calculations are realized in a non-critical time mode using the 

user’s computing platform.  

The proposed method of homomorphic encryption assumes the following sequence of actions 

When the DFT is carried out over the signal X, set by the n values of its simples (x1, x2, …, xn) 

follows out the next action order: 

Randomly, one of the carrier signals is selected from a set of Ω. Without losing the generalization, 

you can assume that the number of the chosen carrier signal in set Ω is h. 

Bias values are calculated 0, 1, …, n-1 of the X signal simples relatively to the selected Bh 

carrier signal according to the following formula (10).  

The resulting values 0, 1, …, n-1 are sent to a remote computer system. 

A remote computer system performs a DFT for over a set of simples 0, 1, …, n-1 according to 

formulas: 
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The remote computer system returns to the user the calculated values of s0, s1,…, sn-1 and z0, z1, 

…,zn-1. 

The user restores the real values of the X signal spectral representation components: g0, g1, …,gn-1 

and q0, q1, …,qn-1 with the following transformations: 

hjjjhjjj wzqvsgnj  ,:}1,...,1,0{
. 

(13) 

 

The correctness of the results can be proved by the following calculations:  
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It can be seen from the transformations (14) that the term-by-term results as a result of the 

proposed computational procedure correspond to the results of the discrete Fourier transform over the 

original signal samples. 

When using the developed procedure on the side of the remote computer system there is only a set 

of signals X (0, 1, …, n-1) relatively to the selected carrier signal which without knowledges of a 

given carrier signal cannot be recovered. Because the Bq carrier signal counts are calculated and stored on 

the user’s side, signal X is practically impossible to recover on the side of the system that performs the 

remote DFT procedure.   

The security level of the signal, which is transmitted in the form of an array of samples to the 

remote computer system, is largely determined by the choice of the carrier signal.  The choice of the 

carrier signal should be carried out in such a way that the selection of the signal samples x0, x1, x2, ..., 

xn-1 from the samples 0,1,2,…,n-1 of the mixture of signals and the spectrum components s0,s1,s2, 

…,sn-1  and  z0,z1,z2, …,zn-1 required the greatest possible resources. 

With a random selection of samples  b0,b1,b2, …,bn-1   of the carrier  signal, its spectral 

components have approximately the same values (white noise).  This makes it easier to fit the spectrum of 

the real signal x0,x1,x2, …,xn-1 by removing white noise. 

Experimental studies have shown that more efficient is the random generation of the components 

s0,s1,s2, …,sn-1 of the real component and z0,z1,z2, …,zn-1  of the imaginary component of the 

spectrum.  In this case, the samples of the carrier signal are calculated by the inverse discrete Fourier 

transform. 

 

5. Evaluation of the developed method effectiveness  
 

Efficiency assessment should include two conditions: 

 Security level against illegal access attempts on signal reports, which is determined by the volume 

of resources required to violate the protection. 

 The calculation acceleration coefficient , which is determined by the formula (7). In this formula 

(7), the value of T0 is replaced by T0 - the total time for performing the discrete Fourier 

transform on a remote computer system, which is determined by formula (5) and the time for 

performing encryption and decryption operations - Tcd: T0= T0 + Tcd. 

As a result of the proposed remote DFT procedure on the user’s side, in the process of 

implementing p.2, we get only n additional operations, as part of formula calculations (10), as well as in 

the implementation of p. 6 we get 2n subtractions  operations according to the formula (13). All other 

DFT operations are carried out on a remote computer system. Thus, the numerical value of the time spent 

on the performing encryption and decryption operations on the user platform Tcd is determined as Tcd = 

3nta. Correspondently T0= T0 + Tcd = tm + ta(3n +log2n).  

In accordance with formulas (7) the proposed method acceleration factor   will be calculated as 

follows: 
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For example, if we take into account that the execution time of the multiplication is about 30 times 

longer than the execution time of the addition, the numerical value of the acceleration factor  with the 

proposed method of remotely protected DFT, calculated by formula (15), is   = 34.6 for n=8  and  = 

1206  for n=128.  

The real value of the acceleration coefficient  for the implementation of the discrete Fourier 

transform when using the proposed method is somewhat lower.  This is because the user can apply the 

Fast Fourier Transform technology.  This allows you to significantly reduce the value of T1. The formula 

for calculating the acceleration coefficient is as follows: 
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Calculated by formula (16) the acceleration factor  with the proposed method is   = 26 for n=8  

and  = 64  for n=128.  

Formulas (15,16) did not take into account the time of data delivery to remote computing systems 

and the time of returning the results to the user.  Full consideration of the corresponding times reduces the 

real value of the acceleration coefficient .  However, in practice it is usually not a single signal that is 

processed, but a stream of signals. At the same situation, the time of transporting data over the network 

practically does not affect the rate of signal processing and the real data are close to theoretical estimates 

by (15,16). 

The level of data protection provided by the proposed method is determined by the ability of an 

attacker to reconstruct them at the place of their processing, that is, on a remote computer system.  This 

means that from the set of samples 0,1,…,n-1  it is necessary to restore set of values of the true signal 

samples x0,x1,…,xn-1.  To do this, he needs to know the set of carrier signal samples b0,b1,…,bn-1.  If a 

different carrier signal are used for each processed signal, then the task of reconstructing the useful signal 

requires of the resources, the costs of which make this process economically unfeasible for the vast 

majority of practical applications. 

However, in reality, the number of reference signals is limited by the value . That сan do possible 

the situation in which the same carrier signal was used for homomorphic encryption of several signals.  If 

the attacker does not know any set of samples of the true signal, then it is practically impractical to 

reconstruct the rest of the signals. 

The situation changes if an attacker in one way or another can obtain information about the value of 

the X0 signal samples.  This possibility can arise if an attacker illegally connects to one of the terminal 

devices that generate the signal.  For example, an attacker can illegally connect to the output of one of the 

surveillance cameras.  In this case, an attacker using set 0,1,…,n-1  can restore the samples of one of 

the carrier signals: b0,b1,…,bn-1. 

Accordingly, an attacker will be able to recover that part of the signals that is encrypted using the 

specified carrier signal.  This attack will be successful only if the attacker is able to match the samples 

x0,x1,…,xn-1 of the signal X0, which he became aware of with the encrypted sample 0,1,…,n-1  . 

However, when using modern cloud technologies that redistribute processing tasks across different 

computer systems, this is difficult to do.  Therefore, the attack described above will be more effective if 

the attacker has control over the data transmission channel.  To avoid this situation, additional encryption 

of the sample streams using streaming or symmetric block ciphers can be recommended. 

An effective way to increase the level of data security, over which the discrete Fourier transform is 

performed remotely, is the use of linear combinations of reference signals for homomorphic encryption. 

 

6. Conclusion  
 

As a result of the research, a new method of the protected discrete Fourier transform 

implementation on remote computer systems has been proposed. The peculiarity of the developed method 

is the use of additive encryption. A sequence of pre-formed carrier signals is used as an additive mask. 

Real and imaginary components that are calculated on the user’s computer are used to decrypt the values 

obtained from the remote system. 
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As a result of the research, it was proved that parallelization of the calculations of the discrete 

Fourier transform reduces the processing time of information by one-two oders. Theoretically and 

experimentally proved the effectiveness of encryption: the resources of modern computer systems do not 

correspond to the level that is needed to perform the selection of additive mask. 

The proposed method can be used effectively in systems that use real-time signal processing. 
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