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This article discusses a granular access protection model based on the combination of PGP (Pretty
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of security through data encryption and role-based access control, enabling effective management of
confidential data in modern information systems.

Key words: pretty good privacy, role-based access control, data encryption, information security,
access management.

1. Introduction

The field of information security is critical in today’s digital age, especially concerning the
protection of confidential data. As organizations increasingly rely on digital systems to store and manage
sensitive information, the need for robust security mechanisms becomes paramount. This article delves
into the intersection of two pivotal technologies — Pretty Good Privacy (PGP) and Role-Based Access
Control (RBAC) — to address the pervasive challenges in data security.

Modern information systems face numerous issues regarding the protection of data at rest,
primarily concerning encryption and access management. Traditional methods often struggle to balance
security and accessibility, leading to either overly restrictive access controls or inadequate protection
against unauthorized access. Specifically, data encryption at rest presents significant challenges in key
management and user access differentiation, which can hinder both security and operational efficiency.

This article proposes a comprehensive access protection model that combines PGP and RBAC
technologies to enhance data security and provide flexible, role-based access control. The main objective
is to develop a granular access control system that leverages PGP for robust data encryption and RBAC
for precise access management. By integrating these technologies, the model aims to mitigate the existing
problems of key management and access control, ensuring that only authorized users can access sensitive
information while maintaining system usability.

The detailed discussion includes an analysis of current data encryption and access management
methods, highlighting their benefits and limitations. It also explores the development and implementation
of a new model that integrates PGP and RBAC, presenting a step-by-step guide on its functioning,
effectiveness, and potential applications. By addressing both encryption and access control, the article
contributes to the broader discourse on enhancing information security through innovative technological
integration.
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2. Security in confidential data processing systems

Ensuring a high level of security in systems that process confidential data is an urgent need of
modern information technology. In the context of the constant increase in data volumes and the expansion
of cyber threats, security becomes one of the most important aspects in the development and
implementation of information systems. Despite significant progress in this area, there are a number of
unresolved problems that require further investigations. One of the main problems is ensuring data
encryption security at rest. Many systems still face challenges related to the effective management of
encryption keys and ensuring their security [1].

The database developers propose solutions for data encryption at rest, but these solutions have their
limitations. For example, database developers suggest encrypting the entire database or even encrypting
the entire system (device), which increases the overall security level but does not solve the problem of
convenient data access. As noted in [2], this approach provides a basic level of protection but complicates
the operational work with data, especially when it is necessary to ensure flexible access to different parts
of the database [3].

The research presented in [4], highlights that even after the implementation of database encryption,
new problems arise. One of these problems is ensuring convenient and easy access to encrypted data.
The data encryption at rest often leads to a decrease in the convenience of working with them, which, in
turn, affects the performance of the system [5].

Moreover, even if a certain level of access convenience is achieved, the problem of insufficient
differentiation of access between users remains. Encrypting the entire system or database does not allow
flexible adjustment of access rights for different users or groups of users, which can lead to a decrease in
security levels. As a result, all users who have access to the encrypted system receive the same level of
access to all data, which contradicts the principles of least privilege [6].

Thus, modern approaches to data encryption at rest need improvement to ensure more flexible and
secure management of access to the confidential data.

In the context of a secret management system, two important security aspects — data encryption
and access control — are often considered separately. The data encryption, particularly the use of PGP,
and access control using RBAC were combined into a single system that provides granular control over
access and secure storage of secrets [7].

PGP is used for data encryption, ensuring the security of secrets at rest and during transmission.
This method uses a hybrid approach to encryption, combining symmetric encryption for data and
asymmetric encryption for key exchange. The use of public and private keys in PGP ensures that only
the owners of the corresponding private keys can decrypt the data.

RBAC is used to determine who can access the system and how. This model allows system
administrators to establish policies that define which user roles have access to certain resources [8].

Casbhin is a powerful and flexible library for access management that supports various access
control models, such as RBAC ABAC, and even more complex customizable models. The use of Casbin
in the secret management system allows for a declarative approach to defining access policies,
significantly improving the ability of system administrators to configure and adapt security rules
according to changing requirements [9].

Casbin uses a unique approach based on models and policies. Models define the structure of
security policies, indicating which factors should be considered when making access decisions, while
policies define which actions are allowed or prohibited for individual users or groups. This allows the
system to be dynamic and easily adaptable to new requirements, ensuring strict compliance with
established access rules [10].
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3. Aim and Objectives of the Study

The purpose of this article is to develop and substantiate a granular access protection model for
confidential data based on the combination of PGP and RBAC technologies. The proposed model is
designed to ensure a high level of security through effective data encryption and flexible role-based
access management, allowing for efficient management of confidential data in modern information
systems.

To achieve this goal, the following tasks are defined:

— To analyze existing methods for protecting confidential data: Review modern approaches to data
encryption and access management, study their advantages and disadvantages, and identify current
problems related to ensuring data security at rest.

— To develop an access protection model based on PGP and RBAC: Create a model that combines
PGP and RBAC technologies to ensure a high level of protection for confidential data, considering the
need for flexible access management and effective data encryption. In the framework of this project, the
need for integrating these processes to ensure greater flexibility and security became apparent.

— To implement and test the model: Implement the developed model in a real information system,
conduct testing to evaluate its effectiveness and ease of use.

— To evaluate the results: Analyze the obtained results, determine the level of security provided by
the new model, and compare it with existing methods for protecting confidential data.

The proposed granular access protection model aims to provide not only a high level of encryption
but also flexible role-based access control, which will increase the overall security and efficiency of
managing confidential data in modern information systems.

4. PGP and RBAC model of access protection
4.1. The object and hypothesis of the study

The object of the study is protection of confidential data in the information security field. The
systems for managing confidential data in modern information technologies are considered. The subject
of the research is encryption and access control methods, particularly the combination of PGP (Pretty
Good Privacy) and RBAC (Role-Based Access Control) technologies to ensure a high level of security
for confidential data.

The hypothesis is that combining the methods PGP and RBAC provides more effective granular
access protection in confidential data processing. The combination of PGP and RBAC technologies can
be an effective solution to this problem, providing not only a high level of encryption but also flexible
role-based access control.

4.2. Combined PGP and RBAC model development

Various methods are used in the research for developing and implementing the access protection
model for confidential data. The main methods are:

— Literature analysis method: The analysis of modern research and publications related to data
encryption and access control methods. Special attention was paid to international research and the
experience of implementing similar systems in foreign companies.

— System analysis method: Study of existing systems for managing confidential data and
identifying their advantages and disadvantages. The comparison of different approaches to ensuring data
security at rest and during transmission.

— Modeling method: Development of a granular access protection model based on PGP-RBAC.
Creation of diagrams illustrating the structure and principles of operation of the integrated system.
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An extensive comparative analysis of existing secret management systems, including HashiCorp
Vault, Google Cloud Secret Manager, and Sealed Secrets was performed in this research. Each system
was evaluated based on key criteria such as security features, ease of integration, and flexibility in
dynamic environments. The results of this analysis are summarized in Table 1, which guided the
decision-making process and highlighted the need for a more robust solution.

Table 1
Comparison of existing methods of secret management
- : Google Cloud Secret
Characteristic HashiCorp Vault Manager Sealed Secrets
Open source No No Yes
Dynamic secret Yes Yes No
management
Available outside the cloud Yes No Yes
Vendor Lock-in No No Yes
Local secret management No No No (buF relatively
easy to implement)
Intuitive user interface Yes Yes No
Audit and monitoring Yes Yes No
|AM support Yes Yes No
API/SDK support Yes Yes No

Based on this analysis, it became clear that none of the existing tools meet all the requirements that
have been set for security, flexibility and platform independence. This led to the need to develop a new
approach that would combine the advantages of existing systems and eliminate their shortcomings.

The schematic diagrams in Fig. 1 and Fig. 2 illustrate the structure and principles of operation of
the integrated PGP-RBAC system.

These diagrams show the key components of the system and their relations during the confidential
data access algorithm execution. They include the management of encryption keys and access roles, and
demonstrate how these components interact to ensure security and flexibility in managing data access.

The main principles of the model are the following.

— Data encryption with PGP: Each secret or group of secrets is encrypted using PGP symmetric
keys. These encryption keys are then encrypted with the public keys of users who are allowed access to

these secrets. This approach ensures that secrets can be securely stored and transmitted but are accessible
only to users with the appropriate rights.

— Access control via RBAC: Access to encrypted data is controlled through roles defined in the
RBAC system. Each role is associated with a specific set of privileges that determine which resources a

user has access to. These roles also determine whose public keys are used to encrypt the symmetric keys
that protect the data.
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User | System

s Safeguarding new entity with data
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2 Encryption of data with a symmetric key
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4 Saving the so-called SecurityKey

>
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< 7 Return the encrypted data along with the corresponding SecurityKey

8 SecurityKey decryption with a private key

9 Decryption of encrypted data with a symmetric key (decrypted SecurityKey)

User | System

Fig. 1. PGP-RBAC granular access safeguarding model (part 1).

The model operation mechanism is the following.

— Defining roles and rules: Initially, roles and associated access rights are defined according to the
organization's security policies. Each role has specific limitations regarding access to resources and
operations it can perform.

— Secret initialization: When a secret is created or updated, it is encrypted with the SecurityKey of
the namespace to which the secret belongs.

— Rights transfer: If one user wishes to share rights with another, the transfer occurs according to
PGP with the difference that if rights are transferred to a namespace, this namespace must be accessible
to the transferring party for reading according to RBAC.
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— Namespace initialization: To create a secret, a namespace is first created to which this secret will
belong. Along with the namespace, a symmetric key is created and stored as a "SecurityKey." The
SecurityKey is associated with both the user who created the namespace (who has a pair of asymmetric
keys) and the namespace itself. The main aspect stored in the SecurityKey is the asymmetric key
encrypted with the appropriate user's public key, requiring PGP for its operation.

User ‘ System

Spreading access to other users

1 Request for the list of necessary SecurityKeys

.

alt / [The requesting user has access to SecurityKeys, the role requifes]

< 2 Return required SecurityKeys

3 Request the public key of the user whose role will be changed

< 4 Public key return

5 Decrypt SecurityKeys with own private key

6 SecurityKeys encryption with someone else's public key

7 A role change request that includes re-encrypted SecurityKeys

alt ) [The request satisfies the conditions for a role change]

8 Changing role

[The request does not satisfy the conditions for a role change]

9 Returning a lack of rights error

[The Frequesting user does not have access to SecurityKeys, the role requires]

< 10 Returning a lack of rights error

Fig. 2. PGP-RBAC granular access safeguarding model (part 2).

Thus, assuming the database is not compromised, the user access distribution is protected by
verifying their privileges according to RBAC. However, even if the database is compromised, the
SecurityKey still physically (i.e., privileges can be ignored, but the SecurityKey cannot) duplicates read
access. Therefore, even with absolute access to the database, privileges can be bypassed, but the
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SecurityKey cannot. Consequently, all accesses issued before the database compromise are protected
even after this moment. This access protection model, due to the ability to divide read rights among
certain user groups without creating a single user with access to all data at once, additionally increases
the system'’s security

5. Results of investigations
The developed access protection model for confidential data based on the combination of PGP and
RBAC technologies was implemented in a real information system and thoroughly tested (Fig. 3).

$ curl -s -o /dev/null -w "%{http_code}" 'https://ideal-octo-chainsaw.xyz/api/secrets’

-H 'accept:> application/json, text/plain, */*' \

-H 'accept> -language: en-US,en;q=8.9,uk-UA;q=0.8,uk;q=0.7" \
> -H 'content-type: application/json' \

-H 'cook> ie: pvisitor=53d517f8-8e5d-4fc3-9436-eec337c231lee; SMS_ACCESS_TOKEN=eyJlhbGc
i01JIUzIINiIsInR5cCI6IkpXVCI9.eylzdWIi0ilhYTIyNzFhMS@4Nzc3LTRFODItOGI2YyOyYWILIMDkSNMFJO
TkiLCIwecm9qZWNeSWQiOoiIyMD1jMTUzMy11YjIXLTQzMTctOGQxNS1FNGI5Yj1INDUZZGUILCI1bWFpbCI6IMR]
dkBleGFtcGx1LmNvbSIsInByb2plY3ROYW11IjoicHIvamVjdDEIiLCIpYXQi0FE3MTcwMDYzMDcsImV4cCIBMTC
XNzMwNjMwN30.Ae8R2HUc-a3q4t-XV-kekyTc8M6s2aVvc3eT4uSqROs " \

-H> ‘'origin: https://ideal-octo-chainsaw.xyz"' \

-H > 'priority: u=1l, i' \

-H 'referer: https://ideal-> octo-chainsaw.xyz/namespaces-secrets’ \

-H 'sec-> ch-ua: "Google Chrome";v="125", "Chromium";v="125", "Not.A/Brand";v="24"" \

-H 'sec-ch-ua-mobile: > ?@' \

-H 'sec-ch-ua-platform: "Windows"' \

-H > > 'sec-fetch-dest: empty' \

-H 'sec-fetch-mode: co> rs' \

-H 'sec-fetch-site: same-origin' \

-H 'u> > ser-agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHT
ML, like Gecko) Chrome/125.8.8.8 Safari/537.36" \

--data-raw '{"name":"M> Y_SECRET","encryptedValue":"alhhPhfobJsubhUTSe7CKavws2HT", "na
mespaceld":"dcd421¢7-4970-4de7-a5d9-ced4fed267b6"}'

2013 |}

Fig. 3. Developed system demonstrating the use of PGP-RBAC for secret preservation.

This figure is the screenshot of the console window, which shows an example of the secured data
access transactions using the proposed technology.

The main evaluation criteria for the proposed model were security level, access management
flexibility, system performance, and ease of use.

The key research results showed the following advantages:

— High level of security: Data encryption with PGP ensures that confidential information remains
protected even in the event of a database compromise. The use of public and private keys for encrypting
symmetric keys further increases the level of protection, preventing unauthorized access to data.

— Flexible access management: The use of RBAC allows system administrators to efficiently
manage user access rights. Defining roles and privileges for each user ensures that only authorized
individuals have access to confidential information, preventing accidental or malicious access to data.
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— Improved system performance: Despite the complexity of encryption and key management, the
system demonstrated high performance. Optimization of data encryption and decryption processes, as
well as effective role and privilege management, ensured stable system operation without significant
impact on performance.

— Ease of configuration and use: The integration of Cashin for declarative access management
significantly simplified the configuration of security policies, allowing system administrators to easily
adapt access rules according to changing requirements.

6. Discussion of the implemented model performance

The proposed access protection model for confidential data, based on the combination of PGP and
RBAC technologies, demonstrates high efficiency in ensuring the security of modern information
systems. The executed research and implementation of the developed system allows us to make the
following generalized conclusions about its features:

— High level of security: Using PGP for data encryption guarantees the protection of confidential
information even in the event of a database compromise. Public and private keys provide reliable
encryption of symmetric keys, preventing unauthorized access to the data.

—Flexibility in access management: The RBAC model allows system administrators to effectively
manage user access rights by defining roles and privileges for each user. This ensures authorized access
to confidential information, minimizing the risk of accidental or malicious access.

— Improved system performance: Despite the complexity of encryption and key management
processes, the system demonstrated high performance. The optimization of encryption and decryption
processes, along with effective role and privilege management, ensured stable system operation without
significant impact on performance.

— Ease of configuration and use: The integration of Casbin for declarative access management
significantly simplified the configuration of security policies, allowing system administrators to easily
adapt access rules according to changing requirements.

Further research may be aimed at expanding the functionality of the developed model. In particular,
a promising direction is the use of a pair of asymmetric keys not only to ensure the impossibility of data
being read by attackers but also to sign the data to prevent unnoticed changes. This approach will further
enhance security by ensuring data integrity and authenticity. Implementing digital signatures will allow
detecting any attempts at unauthorized data modification, significantly increasing the overall level of
information system protection.

Another innovative approach is integrating blockchain technology for managing encryption keys
and access logs. Blockchain can provide a tamper-proof ledger of all key management activities and
access attempts, ensuring transparency and accountability. Each access request and key management
operation can be recorded on the blockchain, creating an immutable audit trail that can be used to detect
and prevent unauthorized activities.

The future work could explore the integration of artificial intelligence (Al) and machine learning
(ML) techniques to enhance the security and efficiency of access management systems. Al and ML could
be utilized to analyze access patterns, detect anomalies, and provide predictive insights to further
strengthen the security posture of the system.

Conclusion
The proposed model has proven its effectiveness in ensuring a high level of security and flexible
access management for confidential data. The test results showed that the model could be successfully
implemented in real conditions, providing reliable data protection. Thus, the developed model is an
effective solution for protecting confidential data in modern information systems and has great potential
for further development and improvement. Continued innovation and integration of emerging
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technologies will be essential in maintaining the robustness and effectiveness of the proposed model in
the ever-evolving landscape of cybersecurity threats.
Further research is intended for expanding the functionality of the developed model.
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Y paHiii cTaTTi MPEICTaBICHO TPAaHYISAPHY MOJEIb 3aXUCTy JOCTYNy 10 KOH(IACHIIHHOI
iHdopmaiiii sika 00'egaye TexHoorii PGP (Pretty Good Privacy) ta RBAC (Role-Based Access Control).
MeToro nochipKeHHs € po3poOka Ta OOIpYHTYBaHHS MOJIENI IO 3a0e3Medye BUCOKHIA PIBEHb OE3MEKH
3aBISKU €(DeKTUBHOMY IIN(PYBAHHIO JaHUX Ta THYYKOMY YHPAaBIiHHIO JOCTYIIOM Ha OCHOBI posiel. Y
CTaTTi PO3TISAHYTO OO0'€KTH IOCHIDKEHHS SIKi BKIIOYAIOTH CydacHi iH(QOpMaliiiHI CHUCTEMH IO
00poOmsI0Th KOH(DINEHIIIHI AaHI Ta MPEAMET TOCTIHKEHHS KU OXOIUTIOE METOAW HIM(pyBaHHS Ta
KOHTPOJIIO JAOCTYILY.

JU71st TOCATHEHHS TOCTABJICHOT METH ITPOBEICHO aHANI3 CyYaCHUX MiAXO0/IB 10 HU(PYBaHHS TaHUX
Ta YHpaBJIiHHSA AOCTYNOM BHBYEHO XHI IepeBaru Ta HEJOJIKH a TaKOX BHSABJICHO IOTOYHI MpoOIeMu
MoB's3aH1 13 3a0e3MedYeHHsIM O€3IMeKH JaHMX y CTaHi CIokow. bymo po3poOieHo Mojenb 3axucty
nocryny o noegnye PGP 1 RBAC peani3oBaHo ii B peaJbHUX YMOBax Ta MPOBEICHO TECTYBaHHS AJIs
OIIIHKH €(eKTUBHOCTI Ta 3pyYHOCTI BUKOpucTaHHS. Bukopucranus PGP no3Bonse 3a6e3neuntu Oe3nexy
JAHMX y CTaHl CIOKOIO Ta mix yac nepeaadl Toai sk RBAC 103Bojsie THyYKO HalalITOBYBAaTH IpaBa
JOCTYIy 7151 KOPUCTYBayiB.

Pesynbratu mocnimkeHb MOKa3aidM IO 3alpolOHOBaHa MOJENb 3a0e3ledyye BUCOKUH pIBEHb
Oe3MeKu THYYKICTh YIPaBIiHHS JOCTYIOM a TaKOoX MOKpAalleHy MPOAYKTUBHICTb CHCTEMHU.
Buxopucrtanas nyOiiyHHUX Ta NPUBATHUX KIIOYIB Ui MIM(PPYBaHHS CUMETPUYHUX KIIIOYIB J0JaTKOBO
MIJIBUIIYE PIBEHb 3aXUCTY 3aM00Irar0yr HECAHKI[IOHOBAHOMY JIOCTYITY 0 JaHUX. Bu3HaueHHs posei Ta
MpHUBUIEIB JUIsI KOXKHOTO KOpHCTyBaua 3a0e3reuye aBTOPU30BaHHWM JHoCcTynm 110 KOHQIACHIIHHOT
iHpopMallii 10 MIHIMI3Y€ PU3UK BHUIIaJKOBOTO a00 3JI0BMHCHOTO JIOCTYNY /0 JaHuX. He3Baxaroun Ha
CKJIQIHICTh TIpoIeciB MmMu@pyBaHHS Ta YNPaBIiHHS KIIOYaMH CHCTEMa IPOJEMOHCTpyBaja BUCOKY
MPOAYKTUBHICTh ONITUMI30BaHI IporecH mudpyBaHHS Ta AeUGPYBaHHS JAaHUX a TAaKOXK €(HEKTHUBHE
YIPaBIIHHS POJISIMHU Ta IPUBUICSIMU KOPUCTYBaUiB. 3alIpOTIOHOBAaHA MOJIEJh JI0BEJIa CBOIO €(PEKTUBHICTh
y 3a0e3nedyeHH] BHUCOKOTO PIBHsSI OE3MEKH Ta THYYKOTO YIPABIIHHS JOCTYIOM JO KOH(IACHIIIMHUX
JAHUX.

Knrowuoei cnosa: PGP, RBAC, mmmdpyBanns nanux, iHdopmaliiiina 6e3neka, ynpasiaiHHSI JOCTYIIOM.



